95125 1 3 W 2% 515 B2 a5 Vol.12 No.l
20264FE2 A Chinese Journal of Network and Information Security February 2026

DP-FedDRC: ZfEH EIHRRIE DR EWERFF 3]

iRﬁ’] s g{‘r’f—:a s éﬂ g =~
GlEFR 2 M 2% 25 [A) 22 A2 e CEETS A Re), 1

L

¢

=

I 570228)

W OEE: IR TR A 2B FA TR AP 37 5 P T I 2000 50 1 S B AT BB Bk . PR IBCR 2% S i 4
R RS AR R B T 7 n) SR AR A 22 5, T 28 oy B AU R A P B BRORA PR ISE o AT, AT 7 VA TE R B At e
KA RBIN, AR AR 70 532 2 75 6 B0 A E A7 [F) A 3 5 R IR 2 SNl AR R A e, S8R AA-RL
FARUEEAS 2 o SRIGFRE, 22 7 BaoRh e 75 2 10 2 I R BOHE 53 5 1k 51 (0 288 P 3 il . 122 1) R 5 SBURRAE 25 W)
B 20E BRI, FRHISS T RAAE R MR IE B8, ORI PERE R RS SCHETR IR . Sk, B —
B RFAE 23 M D0 5 AR R 22 20 SR 22 23 B A A PR AR TR 2% ST HEZE (DP-FedDRC) o 1ZAE Z2 38 3 40 il 45 E T 42
AHOCVE AR B OGS 2, SRR PSR = 0 M L R S S R 0 . TERR AR Y T T, DP-
FedDRC 7E 4 Il Zi i % ] DP-SGD ALl LU B 38k 5 5 sy i ey N, JF 25T Rényi Z2 70 B FARE ZE ™ 46 1%
AR BEA TS . /£ MNIST. Fashion-MNIST 1 CIFAR-10 ¥(#5 45 L ({5206 2 B, £ [7) 45 M k& 11 B2 RL 20 TR
T, DP-FedDRCAH H A2 BETLHL 7 i PR B e 26, ELUH ST 4 003G 0 8.3%~9.9%

KRR O] ZarRadh: 4RSS ARMOLRIAAEER: RRIEE ARG

FESES: TP309

WHERFRERD: A

DOI: 10.11959/j.issn.2096-109x.2026008

DP-FedDRC: differentially private personalized federated
learning to alleviate dimension collapse

Wang Minli, Zhang Yuhao, Hu Changhui
School of Cyberspace Security (School of Cryptography), Hainan University, Haikou 570228, China

Abstract: Federated learning faces dual challenges of data heterogeneity and privacy leakage in distributed privacy-
preserving scenarios. Personalized federated learning mitigates data distribution discrepancies by constraining local
model update directions, while differential privacy provides rigorous privacy guarantees. However, when solving
these two problems at the same time, the existing methods fail to fully consider the coupling effect of noise on the
federated learning and training process in the data Non-IID scenario, resulting in insufficient privacy-utility trade-
offs. Experiments show that differential privacy noise significantly exacerbates the dimension collapse problem in-
duced by data heterogeneity. This problem leads to the decay of effective degrees of freedom in the feature space

and impairs discriminative feature representation, which is a key factor in model performance degradation. To ad-
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dress this, a differential privacy personalized federated learning framework incorporating feature decorrelation and

residual constraints (DP-FedDRC) was proposed. This framework alleviates the dimension collapse problem

caused by both noise and data heterogeneity by suppressing redundant feature correlations and preserving critical

discriminative information. In terms of privacy protection, DP-FedDRC implements gradient clipping and Gaussian

noise injection using the DP-SGD mechanism during local training, and rigorously accounts for the global privacy

budget based on the Rényi differential privacy framework. Experiments on the MNIST, Fashion-MNIST, and

CIFAR-10 datasets demonstrated that under equally strict privacy constraints, DP-FedDRC achieved higher model

accuracy compared to baseline algorithms, with only an 8.3%~9.9% increase in computational overhead.

Keywords: federated learning, differential privacy, dimension collapse, non-1ID data, feature decorrelation
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